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1. Purpose. This circular ensures that users as well as the
desi gners, devel opers, naintainers, and purchasers of infornation
technol ogy are aware of potential software and hardware fail ures
associated with the arrival of the Year 2000. It also
establ i shes the Corporation’s policy on Year 2000 date format and
processi ng conpl i ance and defines associ ated rol es and

responsi bilities.

2. Scope. The provisions of this circular apply to all FDC
di vi sions and offices.

3. Definitions. Definitions of terns are provided in Attach-
nment A

4. Background . The basis of the Year 2000 date processing
problemlies in the fact that many conputer systens have been
programmed to identify a year using only its last two digits.

The first two digits were originally elimnated to save nenory.
Since there is no accommodation for the full four-digit year

this becones a serious problemwhen “00” is used to identify the
Year 2000. It not only becones inpossible to distinguish 2000
from 1900, but it also becomes difficult to cal cul ate the passage
of tinme between preceding years and the Year 2000. nce software
begins mxing dates in both the 19xx and 20xx ranges, m stakes of
varyi ng degrees can result. In sonme cases, software nay fail

i mredi ately without conpleting an operation. 1In others, it nay
not fail, but produce erroneous output which could remain
undetected for a long time. This conputer glitch will affect
nuneric validations, date conparisons, arithnetic operations, and
dat e dependent sorts.
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Al t hough the greatest Year 2000 inpact nmay be on nai nfrane | egacy
applications, Year 2000 problens are not restricted to nainfrane
conputers or to a specific programmng | anguage. Conmmerci al

sof tware packages, distributed database systens, |ocal area
networ ks (LANs), w de area networks (WANs), tel ecommunication
systens, personal conputers (PCs), data fromexternal sources,
and machi nery operating in buildings will also be affected. Wat
makes the problemsuch a challenge is its trenmendous size. Dates
can be found everywhere in conputer hardware and software.

Neither industry nor the Federal governnent has yet fully
determned the scope of this situation. However, estinates as
high as $30 billion to fix the problemin Federal agencies are
projected. Wile not all of the FDC s software and hardware are
at risk, tinely action now could prevent failures and reduce the
need for intense corrective action |ater.

5. Policy. To ensure that vital FD C systens do not default
due to the date change on January 1, 2000, Corporation policy
requires that all systens being procured or under devel opnment
which are placed in production after June 1, 1997 will be Year
2000 conpliant. Exceptions will be allowed only with witten
permssion fromthe Drector, DORM after sufficient evidence is
presented that the system nust go into production to nmaintain a
busi ness process, and that delaying its production to correct
Year 2000 processing woul d cause harmto the FDI C s busi ness.
Such exceptions will have a witten plan for conpliance that

i ncl udes an assessnent of the problem a solution, a schedul e,
and an estinated cost to resolve the problem This applies to
all categories of software, including comercial-off-the-shelf
(COrS) and custom systens built in-house.

Under this policy, “Year 2000 conpliant” neans infornation
technol ogy that accurately processes date/tinme data (including,
but not limted to, calculating, conparing, and sequenci ng) from
into, and between the years 1999 and 2000 and | eap year
calculations (Year 2000 is a leap year). Furthernore, Year 2000
conpliant information technol ogy, when used in conbination wth
other infornation technology, will accurately process date/timnme
data if the other information technol ogy properly exchanges
date/tinme data with it.



For systens already in production and other information

t echnol ogy acquisitions (e.g. hardware and services), paragraph
6., CGeneral Quidelines, below, detail the nethodol ogy to be used
for renedi ation

Det ai | ed gui delines and procedures, such as defining conpliant
dat abases, procedures for programm ng/fixing code, testing the
re-engi neered prograns and systens as well as testing new
conmput er hardware for Year 2000 conpliance will be published in
future circul ars.

6. Ceneral Quidelines

a. Approach to Solving Year 2000 Problem . A nodified
systens life cycle, divided into five phases, is being
i npl emented to solve the Year 2000 problem The five phases
overlap and will progress concurrently as foll ows.

(1) Awareness. Establishing the FDIC s Year 2000
project and project team identifying the overall Year 2000
approach, defining conpliance standards, and assigni ng
responsibility for corrective actions. Awareness includes a
strong enphasi s on publicizing the corporate Year 2000 approach.

(2) Assessnment . Gathering and anal yzing i nfornati on
to determne the size and i npact of the Year 2000 probl em
including a code inventory and analysis to identify Year 2000
costs, issues, and exposures. Assessnent al so invol ves decidi ng
to nodify, re-engineer, and retire systens/prograns. Primary
deliverables are the Project Plan and Master Schedul e for
Renovation and Validation Phases. At a mninum the Project Plan
shows start and production rel ease dates for each system and
maj or steps to be taken in converting and testing the code, and
it establishes the necessary infrastructure and resources
required to acconplish these tasks.

(3) Renovation . |Inplenenting standardized date
routines, installing Year 2000 tools, nodifying systemcodes, re-
engi neering Year 2000 vul nerabl e systens/ prograns, devel opi ng
bridges for systens that can’t be re-engineered, re-creating
m ssi ng source code, and changing files and dat abases.




(4) \Validation. Testing re-created code and renovated
software for Year 2000 conpliance and identifying any errors
i ntroduced during renovation. This phase especially involves
integration and regression testing.

(5 Inplenmentation . Scheduling the inplenentation of
all changed systens as well as vendor provi ded software and
har dwar e, resol ving data exchange i ssues, deciding howto handl e
archive files, and devel opi ng backup/recovery pl ans.

b. | nformati on Technol ogy Acquisition . Consistent with
gover nnent policy, when acquiring information technol ogy that
wll be required to performdate/time processing involving dates
after Decenber 31, 1999, all orders and contracts wll

(1) Require the information technol ogy to be Year 2000
conpliant; or

(2) Require that non-conpliant information technol ogy
be upgraded to be Year 2000 conpliant prior to the earlier of (a)
the earliest date on which the information technol ogy nay be
required to performdate/tine processing involving dates | ater
t han Decenber 31, 1999 or (b) Cctober 1, 1999.

As appropriate, all solicitations, orders, and contracts wll
descri be existing informati on technology that will be used wth
the information technology to be acquired and identify whether
the existing information technology is Year 2000 conpli ant.
Acqui sition selections that are not Year 2000 conpliant nust be
approved by the Director, DIRM as described in paragraph 5.
Pol i cy, above.

C. Software . The Year 2000 issue affects all systemsoftware
conponents and every application at sone |evel. Sone
applications will require only a quick analysis to ensure
conpliance. Qhers will require a full-scale conversion effort.

Once non-conpliant applications are identified, a detailed

anal ysis nmust be performed to identify specific prograns, files,
and ot her conponents that require conversion. Corrective
actions, where possible, should be taken during nornmal systens
mai nt enance or upgrade cycles. However, special consideration
shoul d be given to enbedded systens that are stored and have a
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three year or longer life span. In such cases, out-of-cycle
mai nt enance actions nay be necessary.

The | evel of conpliance and inpact analysis for all system

sof tware conponents (operating systens, databases, utilities,
etc.) nust be determned. A though software vendors are
responsi bl e for conpliance, the timng and installation of

rel eases nust be considered. |n sone cases, replacenent software
may be required for ol der conponents that will not be integrated
(such as old versions of conpilers). These replacenents may
cause other side effects or require additional conversion
efforts.

PC applications nmay store data in a nunber of file fornats, sone
of which are proprietary. Exanples include text files, desktop
and wor kgroup dat abase files and word processor and spreadsheet
docunents. Sonme PC dat abases can be used in a Year 2000 safe
manner, but nmany existing schenmes will use two-digit date fields
(e.g., to mnimze database sizes). Affected databases nust be
identified and brought into conpliance.

d. Date Conpatibility . The potential to introduce and
multiply errors during data exchange is great, and timng
consi derations are inportant because either the sending or
receiving entity will have to convert its files fromone fornat
to another unless both are ready to nmake Year 2000 changes,
simul taneously. Were possible, trading partners of corporate
data nust agree early on to changes to record formats and
schedul es for corrective action. They should al so provide test
files to one anot her.

When FDI C systens interface with other systens, internal or
external to the Corporation, in which the use of the two-digit
year is projected to extend into or beyond the Year 2000, it wll
be necessary to nodify existing bridge prograns, wite tenporary
or new prograns, or change the suppliers of the information to
mai ntai n data accuracy.

Further, to ensure data conpatibility, all software planned or in
process will be devel oped in accordance with the Federa

| nformati on Processing Standards (FIPS) PUB 4-1, “Representation

for Calendar Date and O dinal Date for Information Interchange,”

Change Notice 1 (see Attachnent B).
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e. Hardware . Al hardware, whether it is connected to
other hardware or it stands alone, whether it is in use or in
inventory, mnust be checked for Year 2000 conpliance. This
includes all conputers, swtches, routers, bridges, servers,
printers, facsimle nmachines (FAXs), multiplexers, private branch
exchanges (PBXs), and voi ce processing adjuncts as well as other
devi ces that contain their own central processing units (CPUs).
CPUs in mai nfrane conputers and their inherent design as well as
any peripherals attached to themnust al so be checked to
determne if they can handl e Year 2000 requirenments. If it is
not in conpliance, hardware nust either be brought into
conpliance or retired.

| nternal hardware conponents (e.g., ROM BIGS chips, intelligent
hard disk controllers, etc.) may not properly recogni ze the Year
2000 and, therefore, will not process the year elenent for the
Year 2000 correctly. To determne if problens exist and correct
such problens, the follow ng actions are required:

(1) Identify hardware operating systens that produce
and rely on date infornation.

(2) Analyze hardware conponents and sub-conponents to
det erm ne whi ch inpact operating systemdate infornation

(3) Partner with manufacturers to determ ne whet her
products are Year 2000 conpliant and devel op solutions, if they
are not.

Al enbedded systens in nachinery operating in FDDC s facilities
(e.g., in heating, fire alarm security, elevator systens, etc.)
nmust be reviewed for Year 2000 conpliance, and sol utions nust be
devel oped in partnership with nanufacturers and vendors.

7. Rol es and Responsibilities

a. D visions and Ofices shall:

(1) Wrk with DRMstaff to assess the status of al
software in use in divisions and offices and identify those which
will be in use after 1999 and therefore, require detail ed
assessnent and renedi ati on.



(2) Assist inidentifying those business processes
whi ch are automated in conputer systens that are especially at
risk for errors in processing caused by possi bl e date processing
errors.

(3) Provide personnel resources for devel opnent of
test plans and to conduct conprehensive testing of their own
renedi at ed systens.

(4) Provide representation to a corporate advisory
coommttee which will work with the DIRM Year 2000 Project Ofice
to:

(a) Ensure all Year 2000 issues are addressed,

(b) Participate in prioritization and
coordination of renediation and systens testing to ensure
adequate integration testing for systens which share data,;

(c) ldentify changes in system plans which m ght
affect the approach planned for a given application; and,

(d) Provide division/office certification that
remedi ated systens have fully net all test plan expectations.

b. D vision of Adm nistrati on ( DOA) shal | :

(1) Locate enbedded systens in buildi ng nmachi nery
(e.g., in heating systens, fire alarmsystens, security systens,
el evator systens, etc.).

(2) Contact vendors/manufacturers to determ ne whet her
or not equi pnent and machinery running in FDIC facilities is Year
2000 conpl i ant.

(3) Through contracting activities of the Acquisition
Servi ces Branch:

(a) Ensure that all contract vehicles include
| anguage whi ch requires vendors to deliver Year 2000 conpliant
products;



(b) Require vendors to warrant fault free
performance in the process of date and date dependent data
(including, but not limted to, calculating, conparing, and
sequenci ng) ; and,

(c) For products currently in use at FD C which
are under mnai ntenance contracts, require vendors to provi de plans
to upgrade their products to be Year 2000 conpliant in
conjunction with mai ntenance pl an renewal s.

Appropriate contract | anguage for new contracts and contracts to
be nodified is provided in the Year 2000 A auses (see Attachnent

0.

C. The Director of DDRM , FDIC s Chief Information Oficer,
is responsible for | eading and supporting FDIC s Year 2000
efforts Corporation-wide. D RVshall:

(1) Ensure that all software and hardware within their
purview is Year 2000 conpliant.

(2) Provide overall appraisals of the situation and
its inpact, major concerns and names and nunbers of systens in
each of the five phases (awareness, assessnent, renovati on,
val idation, and inplenentation) of addressing the Year 2000
pr obl em

(3) Pan for and nmake resource shifts necessary to
correct the Year 2000 problem

(4) Determne which databases require special
attention to make them Year 2000 conpliant and take appropriate
corrective actions (e.g. data conversion).

(5 Examne software and hardware to ensure that dates
are processed correctly and take appropriate corrective action if
it is not.

(6) Develop plans for any remedi ati on acti ons needed
to resol ve Year 2000 probl ens.

(7) Estimate conpletion dates for each phase of
addressing the Year 2000 probl em



(8) Estimate costs (required, expended, all ocated)
associ ated wi th each phase of addressing the Year 2000 probl em

(9) Fix, retire, replace, or out source particul ar
appl i cations.

(10) Determne the level of commtnent from outside
suppliers of data to be Year 2000 conpliant, and if it is
determned that the outside data is not in conpliance, prepare
FD C systens to accept and correctly process whatever data is
recei ved fromthe outside systens or review sel ect other options
for ensuring uninterrupted service to the Corporation.

(11) Time and coordi nate Year 2000 renedi ation efforts
if applicable to interfaces of affected applications.

(12) Install or nodify, where needed, bridge prograns
to all ow coexi stence between two-digit and four-digit information
or change the supplier(s) of infornation.

(13) Test re-created code and renovated software for
Year 2000 conpl i ance.

(14) Develop and test contingency plans for keepi ng
busi ness functions operating in the event of IT failure due to
date related problens, if a vendor fails to provide an adequate
Year 2000 solution, or a systemcannot be renediated in tinmne.

d. MIlenniumI|T Strateqgi es Section, DRM shal | :

(1) Develop and sustain visibility on the Year 2000
problemuntil it is satisfactorily resol ved.

(2) Determne the scope of the Year 2000 probl em
devel op an overall corporate approach, and devel op the Project
Managenent Pl an that addresses each phase of the Year 2000
resol uti on process.

(3) Monitor progress against the Project Managenent
Pl an.



(4) Docunent FDIC s baseline of systens and hardware
inventory, including essential infornation about themto better
address Year 2000 efforts.

(5 Serve as overall contact for pilot projects as
wel | as assessnment and renedi ati on servi ces.

(6) Provide project managenent support for Year 2000
activities throughout the Corporation, including cost estinates
for corrective actions as well as planning, scheduling, testing,
and coordinating the inplenentation of the required corrective
actions.

(7) In cooperation with the Acquisition Services
Branch, contact vendors to determne whether or not their
products are Year 2000 conpliant and teamw th themto resolve
conpl i ance probl ens.

(8) Performrisk assessnents based on Year 2000
information supplied by application owners and sof twar e/ har dwar e
vendor s.

(9) Assist divisions/offices with Year 2000 issues, as
request ed.

(10) Recommend additional neasures that nust be taken
to successfully address the Year 2000 probl em

8. Point-of -Contact . The prinmary FD C poi nt-of-contact for the
Year 2000 project is the Chief, MIlenniumIT Strategies Section,
Devel opnent Technol ogy Branch, D RV

9. Questions . Questions regarding this circular shall be
referred to the Chief, MIlenniumIT Strategies Section, D RV
at (703)516-1338.

10. Efective Date . The provisions of this circular are
effective imedi atel y.

At t achnent s
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Attachment A

DEFINITIONS

Application. A program that performs useful work not related to the computer
itself. Depending on the work for which it was designed, an application can
manipulate text, graphics, numbers, or a combination of these items.

Basic Input-Output System (BIOS). Read-only memory (ROM) software which is
responsible for basic boot functionsin personal computers and managing pertinent
data such as the time and date.

Bridge Programs. Receive information in one format, modify it, and put it out in
another format. For example, a bridge program can receive the year in atwo-digit
format, add century information through the use of an algorithm, then write the
output with afour-digit year. Where a bridge must accommodate data from a
number of sources, it can be table driven to accept the input in either format based
upon an entry in the table. However, it will output the data in a fixed four-digit
year format. FDIC interna bridges may be built to take an eight-digit date from a
remediated system and connect it to digits for a“yet to be’ remediated system.

Central Processing Unit (CPU). The part of a computer that includes circuits that
control the interpretation and execution of computer instructions. Itisalso called
aprocessor or miCroprocessor.

Corporate Data. All datathat supports corporate missions and business functions
and/or is shared among FDIC organizations, including data that is imported from,
or exported to, external organizations. All data from which business decisions are
derived is considered to be corporate data. Although corporate data may be
automated, such as that stored via computer applications, it can also include
automated data such as card files containing historical institution data of CALL
reports submitted in paper form.

Data Exchange. The passing of data from one program to another, one system to
another, and from one agency to another (e.g., FDIC and the National Finance
Center).

Database. A collection of logically related records or files. A database
consolidates many records that may have been previoudy stored in separate files so
that a common pool of data records serves as a central file for severa data
processing applications.
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Embedded System. Special purpose computer system designed for alimited
function(s), like that of an elevator, ATM machine, or network concentrator. Such
systems run with very little human intervention, functioning automatically. They
may be connected to central computers which monitor their performance or they
may function independently. Embedded systems must usually be extremely
reliable. They must also respond to eventsin real time ( i.e. as they happen,
without undue delay).

Hardware. Mgor items of equipment or their components used for a particular
purpose (e.g. the physical elements of machinery or a computer system as opposed
to the programs or information stored in a machine).

Inventory. In the context of aYear 2000 program, the process of determining an
agency’s computer hardware assets and components that comprise its systems
portfolio. The software inventory should include al applications, databases, files,
and related system components that require inspection to locate date data and
related date computations.

Legacy. Anything left over from a previous version of hardware or software. For
example, the term “legacy” can be applied to applications from earlier versions of
MS-DOS or Windows.

Network. A connection of two or more computers for the purpose of
communicating or sharing information.

Peripheral Device. A device connected to a computer’s CPU but that is not part
of that unit (e.g. aterminal, tape drive, disk drive, printer, mouse, and keyboard).

Read-Only Memory (ROM). Permanent memory that is usualy housed in a chip
or chip set on the computer system board. ROM generally contains information
that the computer processor needs to do itsjob (i.e., information about the
computer that does not change even when the power is turned off).

Remediation. The act or process of remedying or correcting.

Router. A hardware device that controls two or more networks and routes
incoming data packets to the appropriate network.

Server. A hardware or software product that stores information and controls the
dissemination and movement of information.

Software. Programs that tell a computer what to do. Software can be classified
into system software (e.g. operating system software which gets the computer up
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and running) and applications software (e.g. word processing, spreadsheet, and
database management software).

System. In the context of this circular, “system” may refer to computer hardware
(in various forms), computer software (either operating or application), aswell as
other equipment such as FAX machines, PBXSs, elevators, and virtualy anywhere a
computer chip exists.

Y ear 2000 Problem. The potential problems and its variations that might be
encountered in any level of computer hardware and software from microcode to
application programs, files, and databases that need to correctly interpret year-date
data represented in two digit-year format.




Attachment B

National Institute of Standards and Technology (NIST)
FIPS PUB 4-1 Representation for Calendar Date and Ordinal Date
for Information Interchange
CHANGE 1, March 25, 1996

Specific Change

“For purposes of electronic data interchange in any recorded form among U.S. Government
agencies, NIST highly recommends that four-digit year elements be used. The year should
encompass a two-digit century that precedes, and is contiguous with, a two-digit year-of-century
(e.g., 1999, 2000, etc). In addition, optional two-digit year time elements specified in ANSI
X3.30-1985 (R1991) should not be used for the purposes of any data interchange among U.S.
Government agencies.”
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Attachment C

Year 2000 CLAUSES
FEDERAL DEPOSIT INSURANCE CORPORATION

Y ear 2000 Warranty--Commercial Supply Items

The contractor warrants that each hardware, software, and firmware product delivered under this
contract shall be able to accurately process date related data (including, but not limited to,
calculating, comparing, and sequencing) from, into, and between the year 1999 and the year 2000,
including leap year calculations, when used in accordance with the product documentation
provided by the contractor, provided that all products (e.g. hardware, software, firmware) used in
combination with such delivered product properly exchange date related data with it. If the
contract requires that the delivered products must perform as a system in accordance with the
foregoing warranty, then that warranty shall apply to those delivered products as a system. The
duration of this warranty and the remedies available to the Government for breach of this
warranty shall be as defined in, and subject to, the terms and limitations of the contractor's
standard commercial warranty except when specific warranties are contained in this contract.
Notwithstanding any provision in such commercial warranty or warranties, at time of delivery of
purchased item, contractor will perform a demonstration test in the presence of FDIC personnel
to confirm that the item complies with this clause. If the item does not comply, it will not be
accepted. If the FDIC decidesit is not practicable for contractor to perform the demonstration
test, contractor will instead, within 5 business days of delivery, provide a certificate to the
contracting officer and oversight manager stating that the purchased item complies with this
clause. If the certificate is not received, acceptance of the item will be revoked. If non-
compliance with the clause is discovered at any time after acceptance but before February 1,
2001, the remedies available to the Government under this warranty shall include repair,
replacement or reimbursement for reprocurement of an acceptable replacement product including
the full costs of the product itself and all costs associated with its reprocurement. Nothing in this
warranty shall be construed to limit any rights or remedies the Government may otherwise have
under this contract with respect to defects other than Y ear 2000 performance.



Y ear 2000 Warranty--Custom Computer Items

The contractor warrants that each non-commercial item of hardware, software, and firmware
delivered or developed under this contract shall be able to accurately process date related data
(including, but not limited to, calculating, comparing, and sequencing) from, into, and between the
year 1999 and the year 2000, including leap year calculations, when used in accordance with the
item documentation provided by the contractor, provided that all items (e.g. hardware, software,
firmware) used in combination with such delivered or devel oped item properly exchange date
related data with it. If the contract requires that the delivered or developed items must perform as
a system in accordance with the foregoing warranty, then that warranty shall apply to those
delivered or developed items as a system. The duration of this warranty and the remedies
available to the Government for breach of this warranty shall be as defined in, and subject to, the
terms and limitations of any general warranty provisions of this contract. Notwithstanding any
provision to the contrary in such warranty provision(s), or in the absence of any such warranty
provision(s), at time of delivery of purchased item, contractor will perform a demonstration test in
the presence of FDIC personnel to confirm that the item complies with this clause. If the item
does not comply, it will not be accepted. If the FDIC decidesit is not practicable for contractor
to perform the demonstration test, contractor will instead, within 5 business days of delivery,
provide a certificate to the contracting officer and oversight manager stating that the purchased
item complies with this clause. If the certificate is not received, acceptance of the item will be
revoked. If non-compliance with the clause is discovered at any time after acceptance but before
February 1, 2001, the remedies available to the Government under this warranty shall include
repair or replacement. Nothing in this warranty shall be construed to limit any rights or remedies
the Government may otherwise have under this contract with respect to defects other than Y ear
2000 performance.



